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Background

« QoS reservations grant preferential
access to network resources

e Authentication and Authorization is
required

 Off-load the decision to an entity,

\ where the user is known

« Work done in the context of IETF
Next Step In Signaling (NSIS)
Working Group
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Signaling application-specific functions (packet
filters/schedulers, firewall pinholes, NAT settings, etc)

(Generic Internet Signaling Transport)
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Two layers:

 NSIS Transport Layer
Protocol (NTLP)

* NSIS Signaling Layer
Protocol (NSLP)

Decouple message
transport from next
signaling hop discovery

Focus on path-coupled
signaling

Introduce locator
independent session
identifier
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GIST — NSIS Transport Layer Protocol (NTLP)

 Delivers signaling messages for various NSLPs between neighboring

GIMPS nodes that support the same NSLP
 Discovers the next NSIS peer that supports the signaled NSLP
 Creates and maintains Messaging Routing States
» Information for up/downstream neighboring peers
 Reuses existing transport and security protocols
o Offers two types of transport:
 D-mode — unreliable and insecure (UDP)

 C-mode - reliable and optionally secure (TCP,SCTP, DCCP in
combination with IPsec and TLS)
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QoS NSLP

 Defines signaling message types and their processing
* Reserve, Query, Response, Notify messages

e Similar to RSVP, but offers
* no IP multicast support
e sender / receiver-initiated, bidirectional reservation
» clear separation between signaling and Quality of Service models

e QoS NSLP messages...
...are initiated by (a proxy of) the flow end point
...travel along the flow path
...are interpreted by NSIS entities on the data path
.. are terminated by (a proxy of) the other flow end point
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Q0S NSLP: QSPEC

* QOS NSLP can signal for any “QoS Model” by carrying QSPEC objects

* QoS Model is a method for achieving QoS (e.g., IntServ, DiffServ, Y.1541)
* QSPEC template idea:

» Define generic parameters that are understood by everyone

* Provide generic description for QoS model

*  Support heterogeneous QoS environments
e QSPEC structure
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» QSPEC structure used for authorization in addition to price information and

policies.
* QSPEC object can also be used to provision network elements along the AAA
Information & infrastructure and to communicate a more complex authorization decision © siemens AG
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QoS NSLP: Authorization Framework

 Possible authorization approaches:
 Reuse of GIST security
» Usage of authorization tokens (OSP, SAML, customized format)

* Encapsulation of EAP exchange in the QoS NSLP (not supported).

Generic Three Party Token based Three Party
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QoS NSLP security features

* No separate authentication support at the QoS NSLP layer.

e The QoS NSLP takes benefit from:

 transport layer secured channel security (confidentiality, integrity and data
origin protection)

« ability to fetch the authenticated identity from a lower layer (at for TLS this
IS true)

 the interaction with a prior network access authentication protocol run

 application layer interaction to obtain authorization tokens
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Enhancing the QoS NSLP Security Functionality

» |dea:
» Add separate authentication protocol exchange into the QoS NSLP

* Interaction between the QoS requesting entity and the Authorizing Entity

 Advantages

» Flexible deployment with regard to the choice of the authentication and
key exchange protocol

 Interaction with AAA infrastructure (EAP support in RADIUS and Diameter)

» Better protection of QoS objects against misbehaving nodes

e |ssues to solve:

e Transport
 Integration into NSIS signaling

o Security
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Advanced Authentication and Authorization for QoS NSLP

EAP encapsulation into QoS NSLP

Flexible authentication with session key deriving EAP
authentication methods.
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QoS NSLP and EAP: Transport support for EAP

Rely on reliable transport protocol for EAP message delivery
(C-mode transport in GIST)
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QoS NSLP and EAP: Seamless integration

 EAP-Request encapsulated into QoS NSLP Query,
« EAP-Response encapsulated into QoS NSLP Response
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QoS NSLP and EAP: Cryptographic Binding

* Running authentication protocol on top of a secured channel
(EAP-method over GIST secured channel)

* Cryptographic binding with authenticated identity (from GIST)

[ ID_ _ ]
T
= | ez
J v A
{ +1D_ b
- ID_ -
TLS_ID_ \
ID
{ +D_ ) \ PR
|
_ o
N c 3 7=
o - \— 4 ° |
NS NS v
_ID_ ID
ID_
*Verified with formal analysis tools
2=
mmmmm >

© Siemens AG
SecQoS 2005



QoS NSLP and EAP: Channel Binding

e Misbehavior of the QoS NSLP network element:

* Aspect shows similarity with the “Lying NAS” problem

e Communicated information by the QoS requesting entity and the
Authorizing Entity are not in sync.

« Channel binding required: Exchange of service identification parameters
between the EAP peer and the EAP server within dedicated EAP methods
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Summary

Various activities on generic signaling in the NSIS working group
(including QoS signaling)

o Authorization is an important aspect for an architecture that claims to
offer QoS signaling and various authorization models exist.

* Providing authentication support on top of the QoS NSLP offers
additional degree of flexibility but security concerns need to be
addressed.

 Drawback: increased complexity

« Might be justified for larger reservations or EAP methods with good
performance
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Questions
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